information without express patient consent is only permitted when "ethically justified because of overriding considerations" [6] .
What are the ethical considerations supporting these strong endorsements of privacy and confidentiality?
Trust. Opinion 5.05 of the AMA Code of Ethics implies that trust-the bedrock of the patient-physician relationship-requires privacy protections. A person's level of trust in health care professionals is likely to affect his or her willingness to seek professional help, reveal relevant information, adhere to a treatment plan, return for further care, and participate in research. Trust is built and preserved by consistent, reliable privacy protection practices within and across professions and institutions engaged in the provision of health care and the conduct of research.
Beneficence and fiduciary responsibility. Beneficence and the health care professional's fiduciary responsibility to patients entail not only commitments to protect and promote patients' health-related and other interests, but also commitments to avoid causing loss or harm to one's patients. Disclosure of patients' private information can cause harms including: (1) economic harm, such as employment discrimination (if diagnostic or health risk data are not properly protected) or identity theft; (2) social harm, such as stigmatization or damage to family relationships (e.g., from disclosure of an HIV diagnosis or misattributed parentage revealed by genetic testing); and (3) legal harm, such as prosecution for drug-related offenses of a patient seeking treatment for a substance use disorder.
Respect for autonomy and for patients. Respect for autonomy includes respect for a patient's right to decide with whom to share his or her personal information. AMA Code of Ethics Opinion 5.05 appeals to this consideration by treating disclosures to which the patient has expressly consented differently than disclosures without patient endorsement [6] . Related to respect for autonomy is the more encompassing principle of respect for persons, which entails recognition of and sensitivity to patient vulnerability, efforts to preserve and restore patient dignity, and protection of patients from exploitation. This ethical consideration translates into efforts to screen patients' bodies from view and restrictions on the ability of health care professionals to use patient information for purposes unrelated to the care of the patient (e.g., fundraising and selling that information to third parties).
Fidelity. There are generally recognized exceptions to the duty to maintain confidentiality (discussed below) and the existence of legal obligations to disclose information in some circumstances (for example, reporting cases of communicable disease to public health authorities and cases of suspected child abuse to child protection agencies). Even given these, however, a health care professional's implicit or explicit promises to a patient of confidentiality regarding a particular encounter or disclosure must be factored in when evaluating whether the ethical considerations supporting an exception to confidentiality are "overriding."
Clearing Up Confusion about HIPAA HIPAA's strong commitment to privacy is in keeping with the ethical considerations reviewed above [7] . It restricts uses and disclosures of individually identifiable protected health information (PHI) by covered entities (i.e., most health care providers, health plans, and health care clearinghouses) without patient authorization, but allows exceptions to facilitate the delivery of care. Three major categories of exceptions are disclosure for treatment, payment, and health care operations purposes [8] .
Assigning to the patient the role of gatekeeper to his or her personal information is consistent with the principle of respect for autonomy. So is enshrining patients' rights to receive a notice of their privacy rights, to access and amend their PHI held by health care professionals and institutions, and to receive an accounting of disclosures. The exceptions for payment and health care operations (but not for treatment purposes) are subject to a "minimum necessary" standard that reflects awareness that, even when disclosure is justified, it exposes patients to risks and so should be tailored to need [9] .
Despite the existence of these exceptions, HIPAA is often invoked as a frustrating barrier to coordinated delivery of care and appropriate sharing of information (i.e., to promote patient well-being). A 2015 report to Congress from the Health Information Technology Policy Committee found, however, that it is not the provisions of HIPAA but misunderstandings of privacy laws by health care providers (both institutions and individual clinicians) that impede the legitimate flow of useful information. The report refers to "many examples where misinterpretations" have inhibited information exchanges permitted under HIPAA [10] .
Such provider misunderstandings include the following:
• The belief that HIPAA requires patients to provide authorization before information can be shared for treatment purposes between physicians and other health professionals, hospitals, ambulance companies, health information exchange organizations, and others involved in providing or coordinating care (potentially generating inefficiencies such as delays and unnecessary paperwork burden and inhibiting coordination of care); • The belief that HIPAA forbids appropriate communication with patients' families, friends, and the clergy (potentially isolating patients and depriving them of support); and • The belief that HIPAA restricts appropriate use of electronic technologies for communication (potentially depriving providers, patients, and the larger health care system of the capacities of these technologies to facilitate communication and make the transfer of information more efficient). All of these misunderstandings were labeled as such in a 2004 HHS Office for Civil Rights (OCR) letter to health care providers [11] , among other sources [12] [13] [14] . Yet the myths persist [10, 15] . What follows is accurate information about HIPAA's provisions.
Information sharing among treating entities. As noted above, HIPAA permits sharing of information among those treating the patient without separate authorizations. The OCR letter states: "Providers can freely share information with other providers where treatment is concerned, without getting a signed patient authorization or jumping through other hoops" [16] . Further, as noted above, such sharing is not subject to the "minimum necessary" standard, which requires reasonable steps to limit uses and disclosures to the minimum necessary for accomplishing the intended purpose [9] .
Disclosure of information to patients' family, friends, and clergy. Disclosure of information is permitted when others are in the room with the patient, and a patient's location and general condition information can generally be shared with loved ones. The OCR letter states: "Doctors and other providers covered by HIPAA can share needed information with family, friends-or even with anyone else a patient identifies as involved in his or her care-as long as the patient does not object" [16] . In addition, when a patient is incapacitated, it is permissible to share information so long as the health care professional believes that doing so is in the patient's best interests [11] [12] [13] [14] 17] .
Use of electronic technologies. In the words of former OCR director Richard Campanelli, "HIPAA is not anti-electronic" [16] . The HIPAA regulations neither privilege paper communication nor restrict particular modes of electronic communication. Further, facilitating health information exchange using electronic technologies remains a top national policy priority, with policymakers embracing these methods' potential to promote patient access to information and make sharing among providers more efficient [18] . It would be incorrect to state, for example, that HIPAA requires written authorizations from patients before information can be transmitted via a health information exchange for treatment purposes, or that it prohibits participation in such an exchange. Such statements reflect confusion about HIPAA and perhaps also the desire to avoid the technological, financial, and policy challenges associated with using electronic technologies to share information in an ethically responsible, secure manner.
The HIPAA regulations do require systematic attention to privacy and security concerns across all modes of documentation and communication, and they also permit providers to impose some requirements for tracking and identity verification purposes [11, 17] . When physicians or other clinicians encounter an institutional policy related to information access or sharing that they believe is creating inefficiencies, impeding coordination of care, or causing other problems affecting quality of care, the ideal next step is an inquiry to determine whether the policy is truly mandated by HIPAA or another law. If not, a critical assessment of its justification is warranted.
We have argued that the provisions of HIPAA governing protection of patients' information are, in general, consistent with ethical norms, although we would certainly not endorse every detail. Further, we believe that clearing away confusion about what HIPAA requires is important from an ethics perspective and should serve to improve health care quality and promote patient well-being.
Privacy Law and Research
Although the HIPAA framework is consistent with ethical norms governing patient care, its application to modern medical research raises several ethical concerns. In recent years, the landscape of medical research has undergone a dramatic transformation as a result of the explosion in number and scale of clinical trials, the development of increasingly sophisticated techniques for analyzing biospecimens, and the escalation of efforts to store and combine large datasets for analysis. Together, these changes have brought into sharp focus questions about identity, consent, and commercialization that have important privacy implications.
The relationship between HIPAA and the Common Rule. In the context of medical research, there are two main sources of federal privacy protections. The first is HIPAA, which applies to medical research in which (1) the researcher is providing medical care in the course of research and transmits any health information in electronic form, or (2) the researcher is employed by a covered entity, such as a hospital, or a hybrid entity, such as an academic medical center providing medical care in addition to noncovered functions [19] . As described below, the 21st Century Cures legislation, which was approved by the House of Representatives in July 2015 and is currently pending in the Senate, would make several important changes relevant to HIPAA's application to medical research [20].
The second major source of federal privacy protections in medical research is the Common Rule, which applies when a researcher obtains either identifiable private information or data about an individual through an intervention or interaction with that individual [2] . In September of 2015, HHS proposed sweeping changes to the Common Rule that, if adopted, would have important privacy-related implications for researchers [21] .
In their current forms, HIPAA and the Common Rule are aligned on several key issues, such as allowing research subjects' broad consent to secondary research use of data and biospecimens. However, the laws differ in important ways, such as the mechanisms they provide for removing identifiers from research data and the specific activities that they exclude and exempt.
The conflicting requirements of these two laws have been perceived by some to add unnecessary complexity to the conduct of medical research [22] . A proposed amendment to the Common Rule is intended to reduce some of this complexity by excluding certain data also protected by HIPAA from protection under the Common Rule [21] . Another amendment to the Common Rule would require researchers to adopt safeguards to protect the security of data and biospecimens used in research, but this requirement could be satisfied by complying with HIPAA's security provisions [21] . Although these proposals, if enacted, would alleviate some administrative burdens associated with satisfying two sets of legal requirements, they also generate new ethical questions.
Do biospecimens have different ethical claims in research than data?
Both HIPAA and the Common Rule exclude from protection data and biospecimens that are not identifiablei.e., they cannot be traced back to individual sources [1, 2] . If one of the major amendments to the Common Rule is adopted, however, any secondary research involving biospecimens would be subject to the protections required by the Common Rule regardless of whether the biospecimens or the information they generate are identifiable [21] . (If the secondary research involves only data, the usual rules would apply, with coverage under the Common Rule turning on the identifiability of the data.)
The change is justified on two ethical grounds. First, it is asserted that the principle of beneficence supports the change because sophisticated analytical techniques, including whole-genome sequencing, have made it possible to re-identify nonidentified biospecimens using publicly available information and free web-based tools [23] , although the likelihood of re-identification is widely recognized to be remote. The new rule is intended to minimize the risks of and harms resulting from inappropriate disclosure of information generated from biospecimens. Second, in light of new participatory models of research in which subjects want and expect to be consulted regarding the disposition and use of their biospecimens, respect for persons is claimed to support the change [21] .
The question remains, however, whether biospecimens should be treated differently from data in the legal arena. The controversy surrounding the HeLa cell line, which was derived from tumor cells taken from Henrietta Lacks and used in research without her consent, is a poignant reminder of the harms to dignity that can result from unknowing research use of biospecimens [24] . But in that case, researchers made little attempt to hide Ms. Lacks as the source of the cell line, whereas today both HIPAA and the Common Rule provide standards for de-identifying both biospecimens and data [1, 2] . Although reidentification has been shown to be possible in an academic proof-of-concept study [23] , even the commentary to the proposed Common Rule amendments acknowledges that the risk of reidentification is not unique to biospecimens but also exists for information, like whole-genome sequencing data, that is extracted from them [21] . Yet the amendments take the position that such data is not inherently identifiable, while the biospecimens from which the data is generated are. The ethical basis for treating these two forms of research (that in which genetic sequencing data is generated and that only involving analysis of the data) differently is unclear and has led to claims of unjustified "biospecimen exceptionalism" [25] . The practical result of this exceptionalism will be to encourage medical researchers to avoid using biospecimens in their studies, even when biospecimen analysis is most suited to their particular research questions.
Is "broad consent" ethically defensible? Another lingering ethical question concerns broad consent to storage and secondary research use of biospecimens and data obtained during research. There is a range of available options for obtaining consent for secondary research use [26] , and both HIPAA and the Common Rule have been interpreted to permit broad consent when the secondary research is adequately described. Specifically, HIPAA allows subjects to give informed consent to secondary research use of data [27] , and the Common Rule allows subjects to consent to secondary research use of data and biospecimens when they are given a reasonable idea of the types of research that might be conducted in the future and associated risks [28] . But can broad consent ever be truly informed-and therefore ethically acceptable-given that the contexts in which research subjects' biospecimens and private information will be analyzed are not yet known?
If the ethical aim is to respect persons as autonomous agents by consulting them about the future use of their biological samples and private information, it is debatable whether that aim can be achieved when persons are not and cannot be told when, why, or how that future use will occur or what the results will mean for them, their families, or society. Moreover, there is a real possibility that, over time, changed life circumstances and values could cause some persons to weigh their participation in future research studies differently than they did initially [29] . On the other hand, it might demonstrate lack of respect for autonomy to deny people the opportunity to provide broad consent when they comprehend and are comfortable with the attendant uncertainties [30] .
Moreover, research on complex diseases involving multiple factors cannot reach statistically significant conclusions without the participation of large numbers of people. To improve health, biospecimens and data must therefore be accessible to as many researchers as possible for use in as many future studies as possible, not all of which can be specified or even predicted at the time of initial consent [31] . In the end, societal interest in promoting public health may trump any ethical claim that private persons should be allowed to participate in only those existing research studies that are known and well defined.
Is it ethical to permit the sale of subjects' health data? Finally, unresolved ethical concerns surround the commercialization of research subjects' biospecimens and private information. The Common Rule does not forbid the sale of these raw research materials [2], although proposed amendments would require consent to research involving biospecimens to include, where applicable, a statement that the biospecimens may be used for commercial profit [21] . HIPAA does prohibit the sale of private health information for most purposes without prior authorization [7] , but amendments proposed by the 21st Century Cures legislation would permit it for research purposes [20] .
The principle of respect for persons provides reason to question the propriety of allowing such profiteering when research subjects are not notified of the possibility of its occurrence, particularly in light of consistent evidence that patients and the public are distrustful of a major category of potential purchasers and resellers-for-profit entities-in genomic research contexts [30, 32] . The amendments to the Common Rule begin to address this issue by requiring researchers to inform subjects of their intentions to profit from subjects' biospecimens [21] . The reason for declining to extend this requirement to researchers who intend to profit from subjects' private information, however, is unclear. The principle of respect for persons suggests that research subjects should at least be notified of the possibility that their biospecimens or personal data could be sold by researchers for profit.
Conclusion
Federal privacy laws describe overlapping but not identical requirements that impact medical practice and research. Although the ethical bases of these laws are sound, their application to particular circumstances sometimes breeds confusion. Moreover, pending amendments to these laws generate difficult ethical questions. A goal of this essay has been to illuminate some of the intersections between privacy law, ethics, and current policy debates.
